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Aims


 

What: virtual networking over the Internet


 
Which is for: 


 
messaging, conferencing, sharing,   streaming, 
socializing


 

Why: 


 
solve issues (scalability, reliability, simplicity)



 
add features (mobility, flexibility, security, 
autonomy)
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Means


 

How: 


 
P2P links



 
Overlays



 
Abstract names



 
Distributed Hash Tables


 

Where: worldwide Internet


 
When: asap!
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Current issues in the Internet


 
Not scalable


 

Addressing space exhaustion for IPv4


 

Routing tables explosion


 
Not reliable (in dynamic environments)


 

Limited mobility at network and transport layer


 

No flexibility (switchable connections)


 

No simultaneous mobility/flexibility + security


 
Not simple (broken E2E model)


 

Many addressing spaces (v4/v6/NAT)


 

Many middleboxes (NATs, proxies, etc)


 

No user definable namespaces (only official DNS)
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Scalability issues


 
IPv4 addressing space 
exhaustion



 
Routing tables 
explosion (e.g. BGP)



 
Current routing 
protocols are not 
scalable (OSPF, BGP, 
AODV, DSR, etc)
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Reliability issues


 

Wide device mobility using 
link layer technologies 
(WiFi, WiMax, 3+G)



 

Limited network and device 
mobility using network layer 
protocols (MobileIP)



 

Limited transport switching 
based on ad hoc solutions 
(Rocks, FT-TCP, TCP-

 Migrate)
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Complexity issues


 
IPv4/v6 gateways



 
Proxies


 

Web, SIP, e-mail


 
Firewalls



 
NATs


 

UPnP (IGDP), ICE, 
STUN, TURN
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Frozen stack


 
Application bound to a 
locator (IP@)



 
Application bound to a 
transport protocol 
(protocol n°)



 
Application bound to a 
multiplexing ID (port n°)



 
Connection is broken if 
anything changes
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CLOAK paradigm


 
A communication can 
switch devices, entities 
and applications at will 
and on the fly (when it 
makes sense)



 
A session manages all 
the control information 
needed for the 
communication
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CLOAK concepts


 
P2P links


 
Dumb network


 

Overlays


 
E2E model



 
Unique addressing space


 

Names


 
Definable name spaces


 

DHTs


 
Autonomous storage
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Peer-to-Peer networking


 

Device can work as a 
client and as a server



 

Any device can interact 
with any other



 

No role hierarchy


 

No constrained topology


 

No single point of failure


 

No device or link 
overload
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Overlay networking 


 
Terminal devices 
connect to some 
others creating 
virtual links



 
Devices with 2+ links 
play the role of 
routers



 
Devices form a new 
virtual network called 
an overlay
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Names


 

The Internet gives IDs


 

Host names (server.abc.gov)


 

Service names (smtp)


 

E-Mail and VoIP @s 
(bob@abc.edu)



 

URLs (http://www.abc.com/path/file.html)


 

URIs (urn:isbn:0-486-27557-4)


 

All IDs contain IP@s and PORT 
n°

 
in disguise!



 

The DNS is mostly static 


 

ID / Locator separation is 
needed: names



 

Dynamic binding is needed
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Distributed Hash Tables


 
A Hash Table is a 
directory/map storing 
{key,value} pairs



 
HT split, replicated and 
located on many 
devices = DHT



 
Queries in log(n)



 
Greedy key-based 
routing



 
Consistent hashing
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CLOAK design


 

Addressing (distributed in each peer)


 
Routing (local knowledge / compact)


 

Naming (for devices and entities)


 
Binding (DHT) 


 
{device name,device address}



 
{entity name,device name}


 

Steering (dynamic binding)
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The Poincaré disk


 
A model of the 
hyperbolic plane



 
The open unit disk 
represents the plane



 
The unit circle 
represents points at 
infinity (horizon)



 
Lines are arcs cutting 
the horizon at right 
angle
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Addressing in the Poincaré disk


 
A model of the 
hyperbolic plane



 
The open unit disk 
represents the plane



 
The unit circle 
represents points at 
infinity (horizon)



 
Lines are arcs cutting 
the horizon at right 
angle



 
Applet (thanks to Don Hatch!)

hyperb.jar
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Routing in the Poincaré disk


 

Greedy routing by using hyperbolic coordinates in the 
unit disk (represented by a complex number)



 

Hyperbolic distance D(a,b) between a and b is given by:



 

When a packet to d enters peer p:


 

Compute D(n,d) for each neighbor peer n


 

Choose the next hop n that has the lowest D

    
















 22

2

11

2
1cosharg,

ba

ba
baD



17/11/2010 AITM 2010 
Virtual Network Architecture

19

Alternate routing


 
On peer or link failure


 

Flush @s of descendants 
(root can’t die)



 

Replace the missing and 
give same @              
(must implement @->name)



 
Maintain connectivity


 

Connect to ascendents


 

Connect to siblings
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Naming


 

Names must be defined by the users of the 
overlay for entities and devices


 
They must be unique inside the overlay


 

Names are stored in the DHT formed by the 
peers of the overlay


 

Group names can be defined


 
For multicast


 

Entities names can be layered (aliases)
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Storing and solving names


 

A name is hashed as a key 
with SHA-1



 

The key is normalized as k 
between [0,1]



 

The normalized key k is 
mapped to a virtual point on 
the circle


 

x = cos (2πk)


 

y = sin (2πk)


 

The (name,@) is stored in 
the peer closest to the 
virtual point



17/11/2010 AITM 2010 
Virtual Network Architecture

22

Steering



 

If an overlay @ becomes invalid, reply packets contain new @ and
 intermediate peers can reroute on the fly until source peer can 

reroute


 

This mecanism also enables multicast capability
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Communications in the overlay


 
Bootstrap into the overlay by setting transport layer 
connections to peers (neighbor peers)



 
Obtain an overlay address from a neighbor peer



 
Identify oneself in the overlay with unique device 
and entity names



 
Create a session



 
Invite 1+ peer(s) to communicate with



 
Set overlay layer connections



 
Send data streams to the session members
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Identification and localization
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Session



 
A session manages a communication between 2+ 
overlay peers



 
Ends when all peers have quit
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Interaction



 

A connection uses a quadruplet 
{stream,application,entity,device} at each endpoint



 

All connections are stored in the session
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CLOAK architecture


 

Modules of the middleware


 
Layers of connections


 

Protocol stack


 
Protocol headers and encapsulation
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Modules
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Connections
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Stack


 
Adds new protocols 
between transport and 
appli layer protocols



 
Adds new identifiers 
and names



 
Adds a new API



 
Application is bound by 
virtual IDs but network 
IDs (IP@, protocol n°, 
port n°) can change
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Encapsulation



 

2 additional headers and protocols


 

Overlay @ for routing in the overlay and moving devices


 

Device ID for switching devices and moving entities


 

Entity ID for switching entities


 

Stream ID for virtual port numbering on the entity


 

Application ID for selecting or switching applications
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Usages


 
Mobile and switchable applications


 

Scalable and reliable dynamic VPNs


 
Convergence layer for IPv4, NATs and IPv6


 

Anonymizing layer for darknets


 
Adaptive transport protocol switching and 
chaining


 

Definition and use of new namespaces
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Cloakable applications


 
Messaging


 

Contact anywhere


 

E2E confidentiality


 
Conferencing


 

Talk on the move


 

Multicast capability 


 
Sharing


 

Network anonymity


 

P2P confidentiality
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Cloakable applications cont’d


 
Streaming


 

Watch on the move


 

Redirect stream on the 
fly to another device or 
user



 
Socializing


 

Secure F2F


 

Contact anywhere
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Simulations


 

Static simulation where each peer session 
length = simulation duration


 

On Internet maps (IPv4, IPv6 and BGP) 
where each node is a peer


 

Variation of the degree of the addressing tree 
from 4 to 256


 

One packet sent from every peer to every 
others (all paths evaluated)
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Depth


 
Depth of the 
addressing tree for 
covering the maps



 
Strongly depends on 
the value of the degree



 
Strongly depends on 
the map type
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Path length


 
Average path length 
between all nodes



 
Proportional to the size 
of the map



 
Correlated to the 
degree



 
Diminishing return for 
IP maps with optimal 
around 16



17/11/2010 AITM 2010 
Virtual Network Architecture

38

Stretch


 
Remains below 2.2



 
Correlated to the 
degree



 
Strong diminishing 
return for IP maps with 
optimal around 16
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Congestion


 
Very low on average



 
Proportional to the size 
of the map



 
Uncorrelated to the 
degree
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Conclusion


 
Design of an overlay architecture that 
provides new features to applications


 
Mobility, flexibility, security, autonomy


 

Middleware that has nice properties


 
Scalable, reliable, simple


 

Implementation in C++ in nem


 
Simulation results on 10k+ sized Internet 
maps show that it works with acceptable 
performances
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Future work


 

Define APIs


 
Code implementations in C++ and Java


 

Deploy in user space libraries


 
Port in test application (text chat)


 

Evaluate in virtualized environments


 
Integrate in kernel space modules


 

Port in real applications (IM, TV)


 
Deploy in the Internet
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The end


 

Thank you!


 
Any questions?


	CLOAK�Virtual Networking Architecture
	Aims
	Means
	Current issues in the Internet
	Scalability issues
	Reliability issues
	Complexity issues
	Frozen stack
	CLOAK paradigm
	CLOAK concepts
	Peer-to-Peer networking
	Overlay networking 
	Names
	Distributed Hash Tables
	CLOAK design
	The Poincaré disk
	Addressing in the Poincaré disk
	Routing in the Poincaré disk
	Alternate routing
	Naming
	Storing and solving names
	Steering
	Communications in the overlay
	Identification and localization
	Session
	Interaction
	CLOAK architecture
	Modules
	Connections
	Stack
	Encapsulation
	Usages
	Cloakable applications
	Cloakable applications cont’d
	Simulations
	Depth
	Path length
	Stretch
	Congestion
	Conclusion
	Future work
	The end


<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.6
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.1000
  /ColorConversionStrategy /sRGB
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType true
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize false
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Remove
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
    /Arial-Black
    /Arial-BlackItalic
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /CenturyGothic
    /CenturyGothic-Bold
    /CenturyGothic-BoldItalic
    /CenturyGothic-Italic
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /Impact
    /LucidaConsole
    /Tahoma
    /Tahoma-Bold
    /TimesNewRomanMT-ExtraBold
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages false
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 150
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages false
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 150
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages false
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects true
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<


    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200036002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200036002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>



    /HUN <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 6.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200036002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 6.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>


    /SKY <>

    /SUO <>
    /SVE <>
    /TUR <>

    /ENU (Use these settings to create Adobe PDF documents suitable for reliable viewing and printing of business documents.  Created PDF documents can be opened with Acrobat and Adobe Reader 6.0 and later.)
    /FRA <>
  >>
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


